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Cyber Defence from the perspective 

of the Hellenic internal legislation 

The purpose of my presentation is to present in very broad lines how an 
incident of hostile use of cyberspace against Greece could be 
received and evaluated by the internal Hellenic legislation and which 
State Organs are competent to do such an evaluation. 

For the purposes of this presentation all incidents of hostile, malicious or 
“illegal” use of computers, networks and the data stored in them will be 
approached from the perspective of the international law of wrongful 
acts or use of force against or between states and not from the 
perspective of cyber crime or crime committed via or with the use of 
computers and networks. 

The views expressed in this presentation are not necessarily those of the 
Hellenic MOD, the National Defence General Staff or any other 
Hellenic Government Agency. 

∗∗∗ 

The basic pieces of domestic Hellenic legislation which might be 
relevant with the above question are the Constitution of 1975 (as 
amended in 1986, 2001 and 2008), law #2292/1995 and Presidential 
Decree 63/2005. 

[—The latter is a codifying piece of legislation by which all the legal 
provisions on the powers and functions of the Government and the 
various governmental councils, boards and other organs were codified 
and arranged in a single legal text.—] 

Art. 45 of the Constitution stipulates that the Commander in Chief of 
the Armed Forces is the Government “as specified in detail by the law”. 
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The President of the Republic is a kind of “titular’’ (or honorary) Chief of 

the Armed Forces and has no actual involvement in this task 

whatsoever. 

Law #2292/1995 provides that the notion of “national defence” 
comprises all functions, measures and activities of the Hellenic state that 
serve the purpose of protecting the territorial integrity and the national 
independence of Hellas and the safety and security of its citizens vis á 
vis any external threat or act of aggression. THIS “EXTERNAL 
THREAT” OR “ACT OF AGGRESSION” MAY ALSO COME 
FROM THE CYBERSPACE, NOT ONLY FROM THE 
PHYSICAL DOMAINS. 

“National defence” also comprises the promotion and support of any 
national interest. 

The responsibility for the Defence of the homeland rests with and is 
solely the duty of the Government (the Cabinet) which determines the 
“National Defence Policy” and commands the Armed Forces by the 
power vested in it by article 45 of the Constitution. THE NATIONAL 
DEFENCE POLICY MAY CONTAIN PROVISIONS RELATIVE 
TO CYBER THREATS. 

The Minister of National Defence aids the Government in this respect 
and executes and implements its orders and commands (the Minister 
himself does not, even indirectly, command the Armed Forces). 

In executing the above duties and responsibilities the Government 
(Cabinet) almost always functions in the form of the “Governmental 
Council for Foreign Affairs and National Defence (GCFA-ND or 
“KYSEA” in greek), which is actually a percentage or a smaller version 
of the Cabinet and is presided over by the Prime Minister. A member of 
KYSEA is also the Chief of the Armed Forces, which is the Chief of 
the Hellenic National Defence General Staff. 

The Armed Forces and all the other Ministries, Government Agencies & 
Authorities, Organizations and the Private Sector are obliged by the law 
to implement and to execute the decisions, orders or directives of the 
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“KYSEA”, INCLUDING DECISIONS, ORDERS & DIRECTIVES 
RELATIVE TO CYBER THREATS. 

What is utterly important in the case of the evaluation of a possible 
instance of hostile use of cyberspace against Greece is that the 
“KYSEA” by specific provisions of the law (#2292/1995, PD #63/2005): 

(a) Has the power and the authority to organize in advance and from 
peace time the Crisis Management System /Regime, that is a set of rules, 
directives and best practice for the management of crisis situations, 
bounding on all ministries, state agencies and the private sector. It may 
also issue —through the Minister of National Defence— orders and 
directives to such state agencies as the Police and the National 
Intelligence Service /Agency (“EYP” in greek) for best coordination 
with the operations planning of the HNDGS. ALL THE ABOVE MAY 
CONTAIN PROVISIONS RELATIVE TO CYBER THREATS.  

(b) May evaluate the situation during extraordinary circumstances or 
incidents and issue all necessary orders and directives to the Armed 
Forces, ministries and institutions & organizations, state and /or private, 
as to the protection of national security and territorial integrity of the 
Hellenic State. 

(c) In an extraordinary circumstance or due to the fact that an 
extraordinary incident has taken place, it may also decide that specific 
measures must be taken towards the partial or overall mobilization of the 
Armed Forces and other state resources and the release of sets of Rules 
of Engagement to the Armed Forces. THE SET OF RoE MAY 
CONTAIN RoE RELATIVE TO CYBER INCIDENTS. 

It may also decide that during war or general mobilization or in case of 
direct threat to the national independence and territorial integrity of the 
Hellenic State owing to external threats, the Chief of the HNDGS may 
take full command over such state agencies as the Police or the NIS/A, 
and over state or private companies and organizations, to the extent that 
their functions and activities may contribute to the Defence and security 
of the Hellenic State. DEFENCE IN THIS CASE CONNOTES ALSO 
CYBER DEFENCE. 
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The KYSEA may also pre-authorize from “peace time” other state 
organs —such as the Minister of National Defence or the Chief of the 
HNDGS— to take all necessary measures and issue the necessary orders 
in cases of national emergencies, in order to remedy any threat to 
national security in an expeditious and decisive manner. THE TERM 
THREAT INCLUDES CYBER THREATS. 

At this point it must be also noted that according to art. 28 of the 
Constitution international customary law and international conventions 
law is an integral part of domestic Greek law and prevails over any 
contrary provision of the law. 

[—“the generally recognized rules of international law [that is 
international customary law], as well as international conventions as of 
the time they are ratified by statute and become operative according to 
their respective provisions, shall be an integral part of domestic Greek 
law and shall prevail over any contrary provision of the law…”—]. 

∗∗∗ 

In the light of the above the KYSEA has the authority and the legal 
powers to evaluate instances of cyber incidents or “cyber attacks” 
against Greece a n d  d e c i d e  w h e t h e r  t h e y  c o n s t i t u t e : 

(1) A threat or use of force against Greece prohibited by art. 2(4) of the 
Charter of the UN — that would be the case if the specific instance of 
cyber attack causes physical damage (loss of lifes and /or destruction of 
property). —Example: a dedicated cyber attack by State A that 

disables an air traffic control system and causes planes to crash or a 

cyber attack that interferes with and corrupts the operating system 

of a power station and causes the station to shut down for quite a 

long time. 

(2) An armed attack against Greece which falls into the prohibition of 
art. 51 of the UN Charter and which would justify the use of force on the 
part of Greece in self Defence (by cyber or “conventional” weapons or 
by both of them) — that would be the case if the specific instance of 
cyber attack causes physical damage above a certain scale and effects. 
—Example: A worm is inserted by an insider into the flight 
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computers of a certain type of Hellenic Air-Force fighters and 

renders the fighters unable to take off a few hours or a few days 

before the initial stages of a conventional instance of armed attack 

by State A. 

(3) A (mere) internationally wrongful act that does not reach the 
threshold of articles 2(4) and 51 but is of coercive nature and reaches, at 
the same time, the threshold of and violates the principle of non 
intervention to another state’s internal affairs (this is a principle of 

international customary law). —Example: cyber attacks against 

government webpages and /or extensive and widespread web 

campaign seeking to force the Hellenic Government to reverse its 

policy in a certain issue or to change its approach towards a certain 

voting in the context of an international organization. 

(4) A merely annoying and /or unfriendly act that is not coercive in 
nature and not of a sufficient magnitude so as to constitute a violation of 
the above mentioned principle of non intervention. —Example: an 

instance of “cyber espionage” or a cyber exploitation operation 

(: gathering of info, network mapping etc) by State A, lacking a 

coercive element. In the view of some legal experts this holds true 

even where such an intrusion requires the breaching of protective 

virtual barriers (e.g., the breaching of firewalls or the cracking of 

passwords). 

∗∗∗ 

Provided that the “KYSEA” and the institutions that support it (MoD, 
MFA, Legal Advisors, Armed Forces or State Intelligence Agencies etc) 
have first carefully and studiously evaluated all available information 
and data and solved —at least at a satisfactory level— a t t r i b u t i o n  
p r o b l e m s , the “KYSEA” has the legal right (both by international 
and domestic law) to decide that Greece: 

(a) in the above cases (1), (2) & (3), brings the case before the 
Security Council of the UN. 

(b) in the above cases (1), (2) & (3), brings the case before the ICJ or 
another competent international tribunal (as may be applicable), 
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asking for reparations for violation of art. 2(4) or 51 or the principle of 
non-intervention of for an expert opinion. 

(c) in the above cases (1) and (3), resorts to non forceful /non military 
countermeasures. It must be noted, thought, that some legal scholars 
and analysts believe that especially in the case of coercive cyber 
wrongful acts the victim state may resort to countermeasures of a 
military nature as well. — For the countermeasures to be legal, certain 
provisions of customary international law must be met. 

[—Countermeasures, including cyber countermeasures, can only be 
resorted to by the injured State after having called upon the State in 
question to cease its internationally wrongful act. This requirement is not 
absolute in that a State is entitled to take ‘urgent countermeasures’ 
which are necessary for the preservation of its rights, even in advance of 
the injury.— Proportionate… — Not of a permanent nature… —] [—
…the commission of an internationally wrongful act. This will confer 
the victim State the legal right to claim cessation of the unlawful act, 
assurances as to non-repetition and, if appropriate, reparations. 
Moreover, customary international law will permit the victim State to 
deploy countermeasures if the unlawful act (the cyber attack) is 
continuing. Of course, any countermeasures would need to be both 
proportionate and necessary in the circumstances.—] 

(d) in the above case (2), exercises its right to self defence applying 
military force (both in the cyber or the physical domains), provided that 
this force complies with the principles of necessity, proportionality and 
immediacy. 

(e) in the above mentioned case (4), resorts to retortions, that is equally 
annoying and /or unfriendly acts, not forbidden by international law. For 

example, the launching of a CNE operation or the suspension of 

some of the available services to internet protocol (IP) addresses 

from State A. [In this regard, please note that since the ITU 
Constitution allows States to stop or suspend international 
telecommunications when appropriate, the above action would not 
qualify as a countermeasure any way.] 

∗∗∗ 
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Please also note that depending on the circumstances of the cyber 
incident or the “cyber attack” the perpetrators may be punishable by 

the Hellenic penal legislation (Penal Code and /or special penal 
provisions), even if the attack was prepared, orchestrated and launched 
entirely from outside the country (objective territorial jurisdiction), and 
that the ICC Charter may be also applicable —for example an act of 
aggression on the state level committed by a targeted cyber attack. 
(Greece has ratified the Charter by law #3002/2002 and has also passed 
a piece of legislation that facilitates its implementation —law 
#3948/2011). 

For the quest of the perpetrators and the attribution  of the malicious 
cyber activities to them, Greece might have to ask for data from third 
countries, by virtue of the provisions of bilateral or multilateral ratified 
conventions or by the provisions of conventions of judicial assistance. 
On the other hand the domestic Hellenic legislation for the processing 
and use by electronic means of data and for the protection of the secrecy 
of communication, contains provisions for the expeditious release of 
electronic traffic data in cases of danger to the national security or of 
investigation for certain grave penal offences._ 


